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10.1 MBS

ARZETIE, BEGRVLRESHRICEDO LS ITHINSG D, TOMIEZ ST 5.

BE 5 (cryptography) & % WIEEES > X 7 A (cryptosystem) &1, ZE=FITHENE %
HONIRN K D127 S Rk RiEE HiE T, @fE3 2 A TH R U Tlddid v X
INIEMT ZRALED I L THD. DX D LEMHEZIESIL (encryption) £\ 5. K5
fEENBETDO X %EFX (plaintext), KBTI &> TEEZFITHEFEANERH N NEK D IT
U 72 & B S (ciphertext) £\ 5. SEUIES/LIZ &> TS XUTEI N 503, #IiZ
H X e PO EETEIE S Z & 2B S1E (decryption) &\ 5. KiE{k, EHES{LDK
DOFIHTHWONENT A —X %28 (key) WD, BEFLIFESLEFZLLTNT,
By AT AT, WESLDODFIHEOH 2175 Z & THSAPRIND.

ST, BEGROIGH L WO BIENP S, FXRES I TRTHARIZ L >TRIATY
50295, 805, HAREXEEREEBOSHETENPNZ X 2 YR GIETH
RN E U2 DEEZD. HEHL AV Ea—XRNITIE, XETHMTEITRTH
HRME LTRBEIN TR EEZ T, 22T, HEHARKE LTRL, Ex, #,
G SCDRICEBEEGRIN 2 BE2 1T 2T 2 TS Y AT LARMEI NS,

G EALDHE L ELDIDFE —TH 2 (HAIWIEHF ARG EH I —AVREBIZHONG)
5 & HBHE S (common key cryptosystem) &\ 5. i B AR IE - 1309 T el g
FTHY, 20 HALE I AFRRERES (public key cryptosystem) 2384 5 ARG [HE 5=
HEHENT S Th o 7.

10.2 Diffie-Hellman X5

— I ARG 1%, R TR D ARG I ARG S N, IS - 1L
LHEONIZETTERET —XOUHNAEETH S, LA L, @EEZLEZVIELD S
PUOREHBITLINHEND D, TITCL2MEPELRDONSAEEYRHS. DFb, &
WIZHE AL, —HPMER L7282 E 5 —HIEARLS TR ST, 20K, #2zEEh
2BXNDDHL. ZOXIBERERMT S0 DODIEE LT, 1976 4, W. Diffie &
M. E. Hellman 1%, #EEKEZEA S Z &2 UICTHDE—ORZ LG9 5 HIEERIBL .
Z 1% Diffie-Hellman ### 74 (Diffie-Hellman key exchange) &\ 5.

—fRIZ, REZEb,m ZEEL, a,x PEBRK a =0" (mod m) 2AT LTS ZD
EE, x5 o FERIZEIETESD, a o x 2RkOB I3 MITIWNEETHS. Z
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D R 4 7 [ 8 % BEBON #X RS RE (discrete logarithm problem) & K&, 2 2 TW 5 BEEON X
ik, FERCB I 5N OBMNEIRIERE (Z/mZ)" T8 T 2L THS. Diffie-Hellman
PE OV I XEEROT BRI TH 0, EEOFIEIZLATO XS IZHHINS.

(1) KREREAETHHE LT TRE2E 2HAGLAVET 5.

(2) KESE LTI, KRERFEB p &, & p ICHETAMBDVNS K BRVEARE g <p 2H
BUTHETS. pg FBE=ZFIZHOSNTENEDR.

(3) RKEBIE p—1 EHWIZHER [RELE 27V XLTEY, ¢° % p THI- 724K
D, I48DH

i=¢" (modp), 0<i<p

W&o TREES i Z2IEFITERD. KEBIX 2 2RIZT 5.
(4) fEFEp—1 EEWIZHER TRELE ¢y 2T VX LITEY,

j=g¢’ (modp), 0<j<p

WWE-oTEE D j ZREITIER D, fETidy ZMEIZT 5.
(5) KEBIX, fEFom\\N j &, MEOH » ZHWT

xT

ki =37 (modp), 0<k <p

7Bk BEET B,
(6) T, KEBAPSENE i &, WEDK y 2T

ke =14 (modp), 0<ky<p

2% ke ZEIHE TS,
(7) AEDOARETHONTZ ky & ky FFELWI &P,

kh=j"=g"=i"=k (modp), 0< ki ko <p

FObhd. Ihzk(=k=k)2d5.
(8) kA TRELRE 6IE, Thzit@ope UTEHATS. U kDB NS
WZioTLE2726, ) —EEULONLSPHET.

MU EDFIHIZBNT, p,g,4,j (JBEHKICES (KREBEETOMZITERTS) OT, &
BOHDHEZFITHAWMS NDAEEMEND BH, o,y L L ILEERKICES WD TH
A SNDAEEMEIZ/NZ W™, WE, p,g,i,] PEZFHIZHONTWD T DL, 2,y 5
BEE BMHICEHETETLEDD, i o 2 2RDBZ LR, 026 y 2RDBZ X
HEBOTBRIETH 0, IEEICNEETH L 2 EZ 5NS. T74bb, Diffie-Hellman $#ILA
DL VXSO FTEOREE X IZ L2 2 W2 5.
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10.3 RSA AFRERES

HIEi Tt R 7z & 51z, @RS, %%m®%t@ﬁm®%#ﬂg,i# —
56— HDRRBIZEHRTERHDTHo7-. T EITEL, m®%#b#of%
HEb L2152 Z & BBEFEMIZK ﬁ&@m,%%mwﬁéﬁﬁbf%%%®£éﬁﬁﬁ
b eEZLNG., 2 zIE, 1 VR—3v b ETEZLLDI—F S DER (=FX)
S TZITED 72WAA, £, 5L, HE oz 12 T04ERL, BE{boj
DHAENHTSE. EO2—VEZOHEEMF>TENTNDEXEESI/ILL, BEXEA
IZEBZeNTES. AFES(OEEHNT, FX, I2bba—HYolEREzEsD

JTHB.
ZD&DIT, ﬂf.@fﬁ’&"ﬁ'ﬁbf%ﬂi\'@#ﬁf’ﬂé X5V AT LB —fRIT A RS
&5 (public key cryptosystem) E\WS. SOz AR (public key) & LU, 51k

D% M E TR (private key) & K 3. @Fﬁﬁﬁﬁg%ﬂi, WBEMHF O X IR L THl % Ot %
HAET R EPRSEEMNPESG TH 570 EHEHEE S 20T AR HA% WKHE, “H4D
TEL Z2HSBERPL DU ZET 2R EDRMAEDH 5.

AN CE#Rid 5 RSABESIE, 1978 12 R. L. Rivest, A. Shamir, L. Adleman (Z & D
IR I N RERN R NFHBERE S TH Y, BELSEKALTWS

ETDRKEBPO Ay =V %ZITED 72\ e &, RSAK %”C FIRD & S R FHzE 58,

(1) UG fE5i, 2 00REBRERIH pg EFEL, BN =pg 20T 5,
o(N)=(p—1)(g—1) EHEWIERRERERE d < o(N) 25 > X LR,

ed=1 (mod ¢(N)), 0<e<(N)

BHIzT e itH TS, (e, N) ZRFAft e UTKRENICHS®, d Z2ME# e U TH
BIZT D, pqgBEC o(N) DEEEIZT 5.
(2)  [(WFEfE] REBIE, Ay —Y2HRBMCREALLTEXT 2lET5. BLELRS

FEBEZIZEIULT, T<N 8KV ged(T,N) =120 io&5iLTHL. 2
DT "5, AHHE (e, N) ZHWT

C=T7T° (mod N), 0<C<N

X THEX C ZFHL, fETFITES.
(3) [@vﬂt] BTE, BHOWEESX C "o, MEHE d 2HAWT

T'=C* (mod N), 0<T <N

2ERT S, ZOLET =T >TWTC, KEPSDRA Yy —Y T 2HETE
5. BERS, die DED NS ed=1+mp(N) LEIFEH, A1 7 —OEMHK
H T¢WN) =1 (mod N) 7205

T =04 =71 = THmeN) — (7PN =T (mod N),

—HO<T,T'< N Thol=-026 T =T %2155.
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XT, RSAMGEDLAEVEE, AR (e, N) b5 REE d 28T 2 2 L BEHETH 2
TE iR MR, BEORAIHEDAEBOEIIIOVWTE LHTEL.

o FREHE d X, H o(N) TS e DHLE LT, 2—2 Vv NOHERIEIZ L DR
FLFHBETETLESIDT, ZEEHIZLE-T p(N) OREIFEETH 5.

o N DERM p,q BHIoND L, p(N)=(p—1)(¢—1) LFEIN, EdDELBD
MERPHONTUED DT, pq ODMELEETH 5.

o T p(N) BHISNB Y,
e(N)=p-1@g-1)=N-(p+q) +1
Do p+qg bbb, 2GRN
>~ (p+qxr+N=0

B ZE&Tp,ghRKESTULES. LA -T, N DERB p,q BWHIohz Il

o(N) BPHIoNDE ZLRAFTHY, ITNOoDEFHIFEBREIZEETDHD.

REBRBYPORKNBRIT—MIIZEEL S, N 2005 pg 2KD B Z LIFBFEITIEAR
HETHLEEZOND. Thbb, RNBAMIKETH S Z LA RSA 5D LM

DRI L 725 TWBDITTH S,

104 A 7Yy REESYRT A

FERD RSA WS TIX, FE p,q 2EIL &, RYIZBHTHENES»DHEET 5
WBERD 5. %Iﬁﬁ%c%«f%ﬁﬂ%i@ﬁﬁff%é’t%%%ﬁbf TR
T THERRTHRENOER pq ZBIZ L1285, ULER->T N, d e BEEWICRDY,
BEMOBENERD (BENHOREEL U) SHEE2FETTHI 21280, Uiy
RIS 5. ZDLD BRI BEEDRRLREED S, —MICABBER S IZKED T —
R % BRIz 54k - BT 2DICI3EE W, I T, SV KkEDT—XIZ
BB S I CRIET D I 2L, 2 TS @D A% ABEER 512 & > CTHl%
T5, LWOHEREZ OGNS, Thbb, HERRSDOE ORRE L AFHEESDH
DEH DL VWS ZTNETNOREEMAEDLDESIDIFTHS. HAEE LD LR
DEDIZHEMBEDNCEMREDETHRARBRIDNREZONS. ZDEIRESHN
BN Ty REESYRFT AL KIEN, KLFEMELENTNS

ZDESIZ, RNHEBEESDO LS 2L WESAXPRIEEINETH, DAENzfbnT
WARPETONE DI TIERL, Zs 2 FIET R 22t oNT U
BEORMPBOHIRESY AT LAPHEINTVWS., Tho D% BEEGRPREFIZ
HILL T WD, X oIT, TaRM & LM ORI & BEGRINZENERZVBRBE L I,
SR I B EGRONE A U TIREBHTERWE EX 5.



